Data and Document Retention Policy

Adopted on 24th May 2018



Overview of Retention Policy

It is the policy of RTE to:

. retain Personal Data, documentation and information only for a
finite period unless otherwise required by law;

. store Personal Data, documentation and information in a secure
manner with appropriate security measures in place; and

. delete and erase Personal Data, documentation and information
held in other forms in a confidential and secure manner once it is no
longer relevant to the purpose for which it was obtained.

PART 1
Introduction

This is the data and document Retention Policy (the “Retention Policy”) of Raidio Teilifis
Eireann, RTE Commercial Enterprisess DAC, and any of their affiliates, including 2RN
(together “RTE”). This Retention Policy forms part of RTE’s General Data Protection
Regulation (“GDPR™) compliance project. The purpose of this Retention Policy is to outline
RTE’s policy concerning the retention and destruction of Personal Data (i.e. information from
which a living individual can be identified), documents, records, files, audio visual samples
and recordings and any other forms of information and records regardless of the media in
which they are stored (together referred to as “Data”).

Types of Documents

This Retention Policy applies to any type of Data created, received or transmitted in the
context of RTE’s operations, regardless of the format. Such Data may, for example, include:

o Hard copy files

Letters to and from RTE and other correspondence; contracts; handwritten notes; and
performance reviews.

. Audio and video files

Audio and video recordings; information obtained from journalistic sources in other
media; and voicemails.

o Digital data

Electronic files; emails, attachments, databases and documents in electronic form
such as excel sheets; and slide shows.

o Online postings
Such as on rte.ie.

Therefore, any paper records and electronic files that are part of any of the categories listed in
the Records Retention Schedule contained in the Appendix to this Policy, must be retained for



the amount of time indicated in the Records Retention Schedule. Data should not be retained
beyond the period indicated in the Records Retention Schedule, unless a valid business reason
(or a litigation hold or other special situation) calls for its continued retention. If you are
unsure whether to retain a certain record, please contact your supervisor or dpo@rte.ie.

How to Store Data

RTE's records must be stored in an appropriate manner, and where required, in safe, secure
and accessible means. Special care should be taken to ensure that information of a sensitive
nature, in particular, information obtained from journalistic sources, is stored in a secure
manner which may include, for example, locked filing cabinets and offices for hard copy Data
and/or the use of password protection and encryption for Data stored in electronic form.

How to Destroy Data

Once Data have met their required retention period, as specified in the Records Retention
Schedule in the Appendix, such Data should then be deleted or destroyed as follows:

) Hard copy files: to be destroyed by confidential shredding.

) Digital copy files: to be purged or deleted from all relevant systems on which such as
Data is stored and/or data bases in conjunction with the Technology Division.

o Data stored in other media: to be destroyed in a safe and confidential manner to
ensure the content is not disclosed.

Litigation Holds and Other Special Situations
o What is a Litigation Hold?

RTE requires all employees to fully comply with the general guidance set out in this
Policy and the specific retention periods set out in the Records Retention Schedule.
However, all employees should note the following general exception to any stated
destruction schedule: if you believe, or the Solicitors’ Office informs you, that certain
Data held by RTE is relevant to current litigation, potential litigation (that is, a
dispute that could result in litigation), government investigation, audit or other event,
you must preserve and not delete, dispose, destroy or change such Data, including e-
mails, until the Solicitors’ Office determines that such Data is no longer needed. This
exception is referred to as a “Litigation Hold”, and takes priority over any previously
or subsequently established destruction schedule for those records. If you believe this
exception may apply, or have any questions regarding whether it may possibly apply,
please contact your supervisor or the RTE Solicitors’ Office.

) What to do when notified of a Litigation Hold?
The destruction of Data must stop immediately upon notification from the Solicitors’
Office that a litigation hold is to begin because RTE may be involved in litigationor

an official investigation. Destruction may begin again once the Solicitors’ Office has
confirmed that the relevant litigation hold has been lifted.

Mandatory Compliance and Employee Questions
) Responsibility of All Employees

It is the responsibility of all RTE employees to comply with this Policy, the Records
Retention Schedule and any litigation hold communications. Failure to do so may



subject RTE, its employees and contract staff to legal liability. An employee’s failure
to comply with this Policy may result in disciplinary sanctions, including suspension
or termination. It is the particular responsibility of each Area/Unit head to ensure
compliance with this Policy within the relevant Area/Unit.

Reporting Policy Violations

RTE is committed to enforcing this Policy as it applies to all forms of records. The
effectiveness of RTE’s efforts, however, depends largely on employees. If you feel
that you or someone else may have violated this Policy, you should report the
incident to your supervisor.

Questions about the Policy

Any questions about this Policy should be referred to your supervisor or dpo@srte.ie.



PART 2 - RETENTION PERIODS

As part of the RTE’s GDPR compliance project, and having regard to Article 24 of the GDPR (and in particular the nature, scope, context, purposes
and the risks arising in the context of the data processing undertaken by RTE), as well the principles of ‘storage limitation” and ‘data minimisation’
contained in Article 5 of the GDPR, RTE has adopted the four general data retention periods set out in the table below. The Appendix contains a

detailed analysis of the various statutory retention requirements which supports this approach:

retained for any longer than its
purpose.

record but that only serves a temporary
purpose.

Type of Data Retention Period Criteria Examples
1. Disposable None. Can be deleted / destroyed | Data, information and documentation Initial drafts of emails, letters, reports,
Information | immediately. Should not be | that is not required for a permanent etc. and working notes.

Publicly available materials used for
reference (such as from books,
internet sources, magazines, etc.).
Spam and junk email.
Correspondence unrelated to work.

2. Transitory
Information

3 years after the relevant event
(for example, after the relevant
work or leave period to which the
record relates).

Data, information and documentation
which is relevant for a finite period of
time but that is no longer relevant a
eriod of time after the relevant event.

APPENDIX

RECORD RETENTION SCHEDULE

Day to day routine internal
correspondence.




From time to time RTE establishes retention or destruction schedules or procedures for specific categories of records. This is done to ensure legal compliance
and accomplish other objectives, such as protecting intellectual property and controlling storage, 1T and related costs. The following Records Retention
Schedule (the “Retention Schedule”) is to be used as a reference guide for document retention periods under Irish law as applicable and in force on ® May
2018. Please note that this is not an exhaustive list of records and information required to be retained under Irish law and that legal document retention
requirements are subject to change and should be subject to periodic review.

This Records Retention Schedule (the “Retention Schedule™) contains the following sections:

HR records/files.

Broadcast content.

Customer Relationship Management and Service Providers.
RTE Website, Social Media and Applications.

Other categories.

SAREIEC I



Section 1 — Human Resources

TYPE OF DATA

SOURCE / WHERE
HELD (SYSTEMS
ETC)

RETENTION
PERIOD

INSTRUCTIONS ON
EXPIRATION OF
RETENTION PERIOD

STATUTORY REFERENCE / JUSTIFICATION

RESPONSIBILITY

A. Recruitment records/files




TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD

B. Employee Personnel Files




TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD




TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD




TYPE OF DATA

SOURCE / WHERE
HELD (SYSTEMS
ETC.)

RETENTION
PERIOD

INSTRUCTIONS ON
EXPIRATION OF
RETENTION PERIOD

STATUTORY REFERENCE / JUSTIFICATION

RESPONSIBILITY

Annual Leave PeopleSoft. Transitory: 3 years | Archive after 4 years. Section 25 of the Organisation of Working Time
Records from the statutory ; Act 1997.

annual leave year-end | PUrge recordsin the

(1 April to 31 March) | NeW HR system which

in which the annual has been tendered for.

leave was taken.
Records to show ® Indefinite Retention | ® Section 25, Organisation of Working Time Act

compliance with
the Organisation of
Working Time Act
1997 and the
Organisation of
Working Time
(Records)
(Prescribed Form
and Exemptions)
Regulations 2001

For Pensionable
Employees - for so
long as the employee
(or dependants)
remains entitled to
pension benefits and
for a minimum of 12
years thereafter

Non-Transitory:

For Non Pensionable
Employees — 8 years
after employment
Cceases.

1997.

Organisation of Working Time (Records)
(Prescribed Form and Exemptions) Regulations
2001.

11




TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD




TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD

C. Payment/Salary information

Employee Bank Transitory: 3 years Best practice.
details after employment
ends.
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TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD

D. Non-Employee Data
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TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD

E. Pension Data




TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD




TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD

F. Human Resource policy documents & Industrial Relations




TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD




TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD

G. Health & Safety




TYPE OF DATA SOURCE / WHERE | RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / JUSTIFICATION RESPONSIBILITY
HELD (SYSTEMS | PERIOD EXPIRATION OF
ETC.) RETENTION PERIOD
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Section 2 — Broadcast and Journalistic Materials

TYPE OF DATA

SOURCE /
WHERE HELD
(SYSTEMS ETC))

RETENTION
PERIOD

INSTRUCTIONS ON
EXPIRATION OF
RETENTION PERIOD

STATUTORY REFERENCE /
JUSTIFICATION

RESPONSIBILIT
Y

2. Broadcasting Material, Sources, Financing and Research Materials

21




TYPE OF DATA | SOURCE/ RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / RESPONSIBILIT
WHERE HELD PERIOD EXPIRATION OF JUSTIFICATION Y
(SYSTEMS ETC.) RETENTION PERIOD

Details of audience | Computer files, 3 years from the
guests handwritten notes | collection of the data or
the last time that the
guest attended an RTE
show as an audience
guest.!

1 Comment: Audience guests are told their personal data will be retained for a period of 3 years.
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TYPE OF DATA | SOURCE/ RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / RESPONSIBILIT
WHERE HELD PERIOD EXPIRATION OF JUSTIFICATION Y
(SYSTEMS ETC.) RETENTION PERIOD




TYPE OF DATA | SOURCE/ RETENTION INSTRUCTIONS ON STATUTORY REFERENCE / RESPONSIBILIT
WHERE HELD PERIOD EXPIRATION OF JUSTIFICATION Y
(SYSTEMS ETC.) RETENTION PERIOD
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Section 3 — Customer Relationship Management and Service Providers

TYPE OF DATA

SOURCE /
WHERE HELD
(SYSTEMS ETC))

RETENTION
PERIOD

INSTRUCTIONS ON
EXPIRATION OF
RETENTION PERIOD

STATUTORY REFERENCE /
JUSTIFICATION

RESPONSIBILITY

Customer Relationship Management and Service Provider Data
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Section 4 — RTE Website, Social Media and Applications

TYPE OF DATA

SOURCE /
WHERE HELD
(SYSTEMS ETC.)

RETENTION
PERIOD

INSTRUCTIONS ON
EXPIRATION OF
RETENTION PERIOD

STATUTORY REFERENCE /
JUSTIFICATION

RESPONSIBILITY

4. RTE Website, Social Media and Applications

Details of
Competition
Entries

Details of online
purchases
including payment
details

Transitory: 12
months from
date of the
relevant
transaction.

Guidance from Office of the Data Protection
Commissioner.

Details collected
and used in
connection with
RTE sign-in
service (including
IP addresses)

For as long as
the user is
registered to
the service.

Device data used
for Personalised
Digital Content
and Online
Advertising

For as long as
the user is
registered to
use the service.
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Section 5 — Others

TYPE OF DATA | SOURCE/ RETENTION [INSTRUCTIONS ON STATUTORY REFERENCE / RESPONSIBILITY
WHERE HELD PERIOD EXPIRATION OF JUSTIFICATION
(SYSTEMS ETC.) RETENTION PERIOD
4. LIBRARY SALES
Contact Details Digital Files Library Sales
(Email Address,
Phone Number) Of
Customers And
Record Of
Transaction
Details Of Digital Files Currently Library Sales
Purchases Including Stored Until
Payment Details For End Of
The Above Financial Year
In Which The
Transaction
Occurred
Legal Files Solicitors Office Indefinite Article 6 - GDPR RTE Solicitors’
Retention

Office
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TYPE OF DATA | SOURCE/ RETENTION [INSTRUCTIONS ON STATUTORY REFERENCE / RESPONSIBILITY
WHERE HELD PERIOD EXPIRATION OF JUSTIFICATION
(SYSTEMS ETC.) RETENTION PERIOD

Records for General | Finance Indefinite Statutory functions under Broadcasting Act Finance

Accounting, Retention

budgeting, planning
and administration.
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